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Aytentudukanus

be3zonacHocts nndopmanuu

I'ocynapcTBeHHas
nH(pOpMallMOHHAS CUCTEMA

Hoctyn k uapopmanun
HocTynHoCTh

3amura uHGOpMaIun
OT HECaHKIIMOHUPOBAHHOTO
J0CTyIa

3amumaemas HHGOpMAaIHs

Wnentudukamnms

WNudopmannonHas cucrema

Nudopmarnimonusie pecypesbl

HNHdopmannoHHble
TEXHOJIOTHUHI

WNndpopmanus

KonTponupyemas 30Ha

KonduaermnuaibHOCTH

O06paboTka nepcoHanbHbBIX
JTAHHBIX

TEPMHWHBI 1 ONPEJAEJIEHUSA

JleficTBusi TIO TIPOBEpKE TMOJIMHHOCTH CYOBEKTa JOCTYyIla
B MH(POPMALIMOHHON CUCTEME

CocrosiHME  3alUINEHHOCTH  HMH(pOpMAlMM, IPU KOTOPOM
obecrieyeHbl €€ KOH(MICHLIUAIBHOCTh,  JOCTYIHOCTb
U LIEJIOCTHOCTb

WNudopmannonHas cuctema, co3jaBaeMasi B LEJAX peau3aliu
HOJTHOMOYU I roCyJJapCTBEHHBIX OpraHoB
u obecrieueHus oOMeHa uHGpOpMAIMEH MEXIy OSTUMH
OpraHaMH, a TaKXe€ B HMHBIX YCTAHOBJICHHBIX (elepabHbIMU
3aKOHaMU LEJSIX

Bo3morkHOCTB nonyueHust UHGOpMaIMK U €€ NCIO0Ib30BAHUS
CocrosiHre MH(POpPMAIUKM, XapaKTEPHU3yeMOe CIIOCOOHOCTHIO
TEXHUYECKUX CpPEACTB M HMH(OPMAIMOHHBIX TEXHOJIOTUM
oOecrieunBaTh OECHPENATCTBEHHBI JOCTYn K HH(pOpMaIuu
CyOBEKTOB, UMEIOIIUX HA ATO MOJTHOMOYHMS

3ammra uWHOpMAIMK, HANpaBlICHHAs Ha IpeIOTBpAIlCHUE
HOJY4YEeHUs 3allMIaeMoil MH(pOpMalMK 3aUHTEPECOBAHHBIMU
CyObEeKTaMu C HApyIICHHEM YCTAaHOBJICHHBIX HOPMATHBHBIMH
U IPaBOBBIMU JOKYMEHTaMHU (aKkTamMH) WM 00JaaTesI MU
uH(poOpMalMyl TpaB WM MpaBWI pasrpaHUUYEHUst JOCTyNa
K 3aluiaeMoil napopmanuu

Wndpopmanus, sBisiomiascs MOPeIMETOM  COOCTBEHHOCTH
U MOJAJIeKallas 3allUTe B COOTBETCTBUM C TPeOOBAHUSAMHU
MPaBOBBIX JTOKYMEHTOB WIN TpeOOBaHUSAMY,
yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM HH(pOpMaluu
[TpucBoenue cyoObekTaM U 00BEKTaM JOCTYIA UACHTH(PUKATOpA
U (UIM) CpaBHEHHME IPEIbSBIAEMOro HJIAEHTU(UKATOpa
C TepeyHeM MTPUCBOCHHBIX UICHTH(PHKATOPOB

CoBOKYIHOCTh cojieprkalieiicss B 0a3zax JaHHBIX MH(OpMaLUH
u o0ecrieynBaOIUX  ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJCTB

OTtaenbHble TOKYMEHTBI U OTAEIbHbIE MAacCHBBI JOKYMEHTOB,
JOKYMEHTBI U MacCHUBbl  JJOKYMEHTOB,  COJEp’Kalluecs
B MH(QOPMALIMOHHBIX ~ cUCTeMax (OmOnmoTekax, apxuBax,
¢dongax, 6aHKax JaHHBIX, HH(POPMAIIMOHHBIX CUCTEMAaX JPYTUX
BUJIOB)

[Tpomeccel, MeTonsl MoOMCKa, cOopa, XpaHEHHs, 00paboOTKH,
IIPEIOCTABIICHUS, PACIpPOCTPAaHEHUSI MH(OpPMALUU U CHOCOObI
OCYILIECTBJICHUS TAKUX IIPOLIECCOB U METO/IOB

CseneHus (cooOmeHwms, JTAHHBIC) HE3aBUCUMO
0T (OpMBbI UX NPEACTABICHUS

[IpoctpancTtBo  (TeppuTopus, 3/aHHE, YacTh  3/aHHS),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJIMpyeMoe INpeObIBaHuE JIHII,
HE UMEIOUIMX [OCTOSHHOTO WM  Pa30BOro  JOIYycCKa,
Y TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJICTB

OO6s3aTenbHOE IS BBIOJIHEHUS JTUIOM, MOJYYHMBIIUM JTOCTYI
K OINpejeieHHOW uHpopMmanuu, TpeboBaHHE HE IepenaBaTh
Takyl0o HH(QOpMalLMIO TpeThUM JHIaM 0e3  corjacus
ee oOnanaTens

JeiicTBus (omepanun) ¢ NEpCOHANBHBIMHA JaHHBIMH, BKIIFOUYAs
cbop, cHucTeMaTU3aluio, HaKOIUIEHHE, XpaHEHUE, YTOUYHEHHE



Omneparop

HCpCOHaJ'IBHBIe JaHHBIC

VYrpo3a 6e30macHOCTH
uHpopManun

Vsa3BuUMOCTb

LlenoctHOCTH

(oOHOBIIEHUE, W3MEHEHHE), UCIOJIb30BAHNE, PACIIPOCTPAaHEHHE
(B TOM wumcie Tmiepenavy), OOe3TWYMBaHUE, OJIOKMPOBAHHUE,
VHHUYTOKEHUE TIEPCOHABHBIX JaHHBIX

TPOKIAHUH WM IOPUIUYECKOE JIUIO, OCYIICCTBIISIONINC
JeSITeIBbHOCTh 10 SKCIUTyaTallul MH(POPMALMOHHOW CHCTEMBI,
B TOM uYHciae 1o 00paboTke HHGOPMAIMH, COACpKaIIehcs
B ee 0a3ax JaHHBIX

JIrobass mHpoOpManus, OTHOCAIIASICS K TMPSMO WIH KOCBEHHO
OTIpeNIeIICHHOMY WJIH OTpeeIsieMoOMY (PU3NIECKOMY JIUILY

COBOKYMHOCTh ~ yCIIOBUH U (aKkTOpOB,  CO3/AIOIIUX
MOTEHIIUATBHYIO WIn peajibHO CYLIECTBYIOLYIO
OMACHOCTb, CBSI3aHHYIO c yTEeUKOi uH(bopMauu

W/WIIM HECAaHKLIIMOHUPOBAaHHBIMU /MM HeTIpeTHaMEPEHHBIMHU
BO3/ICHCTBUSMU Ha Hee

HenocraTok (cmabocTh) MPOrPaMMHOTO
(mporpaMMHO-TEXHHUYECKOI0) CPEeACTBA WM MHPOPMALMOHHON
CHUCTEMBI B IIEJIOM, KOTOpBIA (KOTOpas) MOXeT OBITh
UCMOJNb30BaHA Ui pealu3aluu  yrpo3  0e30MacHOCTH
uH(popManuu

VYcroilunBocTh  MH(OpManMM K HECAaHKLMOHHPOBAHHOMY
WIM CIy4ailHOMYy BO3JEHMCTBHMIO Ha Hee B Ipolecce o0paboTKu
TEXHUYECKMMHU CpEACTBAMH, DPE3YJIbTaTOM KOTOPOTO MOMKET
OBbITh YHUUTOXKEHHUE U UCKAXKEHHE HH(POpMaLUU



OBO3HAYEHUA U COKPAIIIEHU A

I'OCTP — T'ocynmapctBenHnblid cranaapt Poccuiickoit @enepanuu

[TonuTuka — Ilonutuka wuHpoOpMannoHHON ©Oe3omacHocTH ['ocymapcTBEHHOTO
OIOPKETHOTO JIOIIKOJIHHOIO 00pa30BaTeIbHOTO YUPEKACHUS
nerckoro cana Ne 47 IIpumopckoro paiiona Cankr-IlerepOypra

®Cb Poccun — @epnepanbHas ciyx0a 6e3omacHoctu Poccuiickoit deaepanun

OCTIK Poccun — DenepalibHas CITyk0a M0 TEXHUIECKOMY U IKCIIOPTHOMY KOHTPOJTIO



1 OBIIME NOJOXEHUA

Hacrosmas [Tonutuka siBnsieTcss JOKYMEHTOM, ONPEEIIONIMM HallpaBIeHUs AeSITETbHOCTU
B o0Omactu obOecrneueHuss HMHPOPMAIMOHHON  OE30MACHOCTH M TPEACTABISACT  COOOM
CUCTEeMAaTHU3UPOBAHHOE M3JIOKEHHE IIeJiel U 3a/1a4 HH()OpPMaLIMOHHON 0€30IaCHOCTH, KaK OJIHO WM
HECKOJIBKO TPaBWII, MPOIEIYp, MPAKTUYECKUX MPUEMOB U PYKOBOJSAIINX MPHUHIIMIIOB, KOTOPHIMU
pykoBozcTByeTcsi ['ocynapcTBeHHOe OIOKETHOE [IOIIKOJIbHOE 00pa3oBaTelIbHOE YUPEKICHHE
nerckuii  cag Ne 47 Ilpumopckoro paiiona Cankrt-IletepOypra (mamee OVY), a Taxke
OpPraHU3aI[MOHHBIX, TEXHOJIOTMYECKUX U MPOLEAYPHBIX acleKTOB oOecrneueHus: HHPOpMaIOHHOM
0€30MacHOCTH.

[Tonoxxenus  wHactosme Ilonmutukun He  pacmpocTpaHsloTcss Ha — oOecrieueHue
UH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIISIOIINX FOCYJapCTBEHHYIO TaliHYy.

OcHoBHOHM 3amaueit B oOisactu wuHPOpManmuoHHON Oe3omacHocTn OY  mpu3Haer
COBEPILICHCTBOBAHME MEp M CpPEACTB OOECIeYeHUs 3alUThl HH(pOpMAIK HWHPOPMAIMOHHBIX
pEeCypcoB B KOHTEKCTE pa3BUTHS 3aKoHojAarenbcTBa Poccuiickoir ®Dexepanuu U HOPM
perynupoBanus HHQOPMAIIMOHHON JAEATEIPHOCTH B TEKYHIUX YCIOBUAX (DYHKIIMOHHPOBAHHS
MH(OPMALIMOHHOTO MOJIS.

[Tpu pa3pabotke [ToNUTHKN YUIUTHIBAIMCH OCHOBHBIC TIPUHIIUIIBI CO3MAHUS CUCTEM 3alTUTHI
uH(pOpMallK,  XapaKTePUCTUKA M  BO3MOKHOCTH  OpPraHU3alMOHHO-TEXHUYECKHX  MEp
¥ COBPEMEHHBIX MPOTPAMMHBIX H aIlllapaTHO-TIPOTPAMMHBIX CPEICTB 3aIUTHI HH(POpPMAIIHH.

B pamkax cBoeit gesrensHoct OY 00s13yeTcs npeAnpruHUMATh BCE BO3MOXKHBIE MEPbI AJIs
3amuUThl MHQOPMAIIUK OT Yrpo3 0€30MmacHOCTH HHPOPMAITUH.

TpeboBanust nHGOPMALIMOHHON OE30MACHOCTH, COOTBETCTBYIOT IIeNIAM AestenbHocTH OY 1
NpeJHa3HAYeHBl ISl CHIDKEHHSI PHCKOB, CBS3aHHBIX C peanu3anuedl yrpo3 0e30macHOCTH
uHpopmanuu.

[MomuTuka noctynHa BceM padotHukam OY U BceM MOJIb30BATENSIM €T0 PECYPCOB.

2 IEJH A 3AJJAYU OBECIIEYEHUSI HTHOOPMAIIMOHHOM BE3OITIACHOCTHU

Cy0bexTbl HHPOPMALMOHHbIN OTHOLIEHHU I

CyObexTamu npu o0ecrniedeHur HHGpopMaLmoHHoi 6e3onacHocT B OV sBIsOTCS!

pabOTHUKK (B TOM YHCJIE YBOJIEHHBIE);

rpaxjaHe, padoTaromue o J0roBopam rpaxJIaHCKO-IIPaBOBOrO XapaKkTepa;

¢usnyeckue muIa, NPEICTaBUTENN KOHTPAreHTOB B paMKaX HCIOJIHEHUSI JOTOBOPHBIX
00s13aTENILCTB;

dbusnveckue nuia, nojasime odpamieHue B aapec OY;

IOpUJINYECKHE JIMIIA, B PAMKAX HCIIOJIHEHUs JIOTOBOPHBIX 00s3aTE€IbCTB MM BO HMCHOJIHEHUHU
TpebOBaHMl CO CTOPOHBI 3aKOHOAATENbCTBA Poccuiickoit Deaepanny;

Oprasbl TOCYyJapCTBEHHOH BJIACTH.

O0bexkTh HHPOPMALMOHHBIX OTHOIIECHHU

OO6bexTamu HH(GOPMAIIMOHHBIX OTHOILICHHUN SBIISIFOTCS:

nHpopmarnmonusie pecypcebl OV,

rocyJapCcTBEHHble ~ MH(pOpMalMOHHbIE  cucTeMbl  OmepaTopoM  KOTOPBIX  SIBJSETCA
oy;

nporeccel 00paboTku MHGOpManuu B nHGopManMOHHBIX cuctemMax OY, MHpOpMalMOHHBIE
TEXHOJIOTHH, periaMeHThl u IIPOLIE Ty PBI coopa, 00paboTKH, XpaHEHUs
U repeiaun HHPOpMaLuy;

nHpopmanmoHHass HWH(QpacTpyKTypa, BKIIOYAIONIas CHCTEMBbI OOpabOTKH, XpaHEHHUs
U aHajM3a UH(OpMAIMH, TPOTPaMMHBIE U IIPOTPAMMHO-AMIAPaTHBIE CPEJCTBA, B TOM YHCIIE KaHAJbI
CBSI3M U TEJIEKOMMYHUKAIIHH;

CHCTEMBI M CPEJCTBA 3aIIUTHl HHPOPMALIUU, OOBEKTHI U MOMEIIEHHs, B KOTOPBIX Pa3MelIeHbI
cpeacTBa 00pabOTKU HHPOPMAIIHH.

Ienn odecnevyennst HHPOPMALMOHHOM 0€30MACHOCTH

OcHoBHOH 1enbI0 oOecrieueHns: nHPopMannoHHOW OezonmacHocTH OV SBIAIOTCS EHCTBHS



HalpaBJIeHbl Ha JOCTHKCHHE 3aIIUTHl CYOBEKTOB MH(POPMALMOHHBIX OTHOIIEHUH OT BO3MO>KHOTO
HaHECEHUs] UM MaTepUaIbHOr0, (U3NYECKOTr0, MOPAJIBHOIO WJIM HHOrO yiiepda, MOoCcpeicTBOM

cirydaifHOTO WIH MpeTHAMEPEHHOTO BO3CUCTBUS Ha uH(pOpMaLHIO,
B TOM YHCJIE!
oOecrnieueHus OTKa30yCTOMYMBOTO (yHKIIMOHUPOBAHUS IPOrPaMMHBIX

Y anmnapaTHo-IporpaMMHsbIX cpectB OY u npenocTapisieMbIX CEPBUCOB;

COOJIIOJICHHSI TIPABOBOTO PEXHMa HCIOJIb30BaHUS MACCHBOB M CPEACTB  00pabOTKH
nHpopmanuu;

NpPEOTBPALICHUS peaNu3aluud  Yrpo3 0e30macHOCTH HMH(OPMAIlMM TpPU  OCYHIECTBICHUU
nesreabHoctu OV,

3agaun obecneyeHus HHPOPMALMOHHOM 0€30NIACHOCTH

JocTmxenue neneit odecneueHnss MHGOPMaMOHHON 0€30IaCHOCTH U CBOMCTB MH(OpMaIuy,
OY pemaercs CieayrnMMy 3a/1a4aMH:

3alIUTHl OT HECAHKIIHOHUPOBAHHOTO JOCTYIA K MHPOPMALIMOHHBIM pecypcam;

pasrpaHUyYeHHs JOCTYIA TOJb30BaTeNIel K MHPOPMAIIMOHHBIM, allapaTHBIM, MPOTrPAMMHBIM
U UHBIM pecypcawm;

perucrpali M NEpUOAUYECKOTO KOHTPOJs JAEWCTBUH IoJb30BaTesneld mnpu 00paboTke
3anUImaeMoi HHGpOpMaIK 1 NEPUOTUIECKUN KOHTPOJIb KOPPEKTHOCTH UX JIEHCTBUH;

KOHTPOJISI LIEIOCTHOCTH CpEAbl HUCIOJHEHHs NpOrpaMM M €€ BOCCTAaHOBJIEHHUE B Ciydae
HapyILICHHUS;

o0ecrieyeHUss ayTeHTHU(DUKALMU U HMJIEGHTU(UKALMU  [0JIb30BaTeNeH, Y4acTBYIOLIUX
B MH(OPMaLlMOHHOM OOMEHE;

o0ecrieueHus UCIIPaBHOCTH HIPUMEHSIEMBIX B MH(POPMALIMOHHBIX cucremMax
OV cpencts 3amuTsl HHPOpPMAIUH;

CBOEBPEMEHHOI'0 BBISBICHHE HMCTOYHUKOB Yrpo3 0Oe30macHOCTH HHGPOPMALUHU, NPUYUH
U YCIOBMM, CIOCOOCTBYIOIIMX  HAHECEHUIO  yiiepba  3aMHTEPECOBAHHBIM  CYObEKTaM
MH(OPMaLIMOHHBIX OTHOLIEHUI;

CO3JIaHUEM CJIy’KObl MOHUTOPHUHIA M pearupoBaHMs Ha yrpo3bl 0€30MaCHOCTH MH(POpMaLUU
Y HETaTUBHBIE [10CIIEICTBUS,

CO3JIaHUEM YCIIOBHH JUIsi MUHUMU3AL[MM HAHOCUMOTO yIliepOa HenmpaBOMEPHbIMU JIeHCTBUAMH,
U yCTpaHEHHE NMOCIEeACTBUIM HapyleHUs] HHPOopMaIMoHHOH 6e3onacHocTH B OV,

Pemenue BoimenepeuncneHHbIX 3a1a4 B OY ocyliecTBIsSeTCs TOCPEICTBOM:

yueTa BceX MoJIekalluX 3aluTe THPOPMAIIMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS JIEHCTBUI MepcoHalia, OCYLIECTBISIONIEr0 00CIyKUBaHUE U MOAU(DUKALIUIO
IPOrPaMMHBIX U MPOTPaMMHO-aNapaTHBIX CPEICTB MHPOPMALIMOHHBIX CUCTEM;

periaMeHTanuu ImporeccoB  o0pabotku uHpopmarnuu, neiictBuil  pabotHukoB OV,
OCYILECTBIISIOUINX AKCIUTyaTal[MI0 MPOTPAMMHBIX M NPOrPaMMHO-ANIapaTHRIX CPEICTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3alMOHHO-PACIIOPSIUTENBHBIX JOKYMEHTOB 10 3alUTe UH(pOpMaLH;

Ha3HA4YEeHUs U MMOATOTOBKOW paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3aLMIO0 U OCYIIECTBICHUE
MEpONpPHUATHIA 110 obecnieueHo nHpopMalMOHHOM 6e3onacHocT B OV

HAJEJICHUST KaXJ0ro pabOTHUKA MHHUMAJIbHO HEOOXOJAMMBIMHM TpaBaMH TMpu padoTe
B MH(POPMALMOHHONW HHPPACTPYKTYpPE COTIIACHO UX JOKHOCTHBIM 00513aHHOCTSIM;

COOJTIOJIEHHS] BCEMH Pa0OTHUKAMHM, 3KCILTyaTUPYIOIUMHI U 00CTY>KHBAIOLMMH IPOTpaMMHBIE
U [pOrpaMMHO-aIlIapaTHbIE  CPEACTBa, TpPeOOBaHMM  OpPraHU3aLMOHHO-PACHOPSIAUTEIBHBIX
JIOKYMEHTOB 110 BoIlpocaM obecrieueHus: HHPOpMamOHHON 6€30MacHOCTH;

MEPCOHAIBHON OTBETCTBEHHOCTHIO Ka)J0r0 pabOTHUKA 3a CBOU JIEHCTBUS, Y4aCTBYIOIIETO
B paMKaX CBOMX (DYHKIIMOHAQJIBHBIX OOS3aHHOCTEM B Ipoleccax aBTOMaTU3UPOBAHHON 00pabOTKH
UH(OPMALIMU ¥ UMEIOIIETO JIOCTYI K pecypcaM HH(POPMAITMOHHBIX CUCTEM;

peanu3ainyeldl TEeXHOJOTHYECKUX IPOLeccOoB 00pabOTKHM HHGPOpPMALMU C HCIOJIb30BaHUEM
KOMILJIEKCOB ~ OPraHM3allMOHHO-TEXHWYECKMX Mep 3allUThl MPOrpaMMHOr0  obecredeHus,
IIPOrpaMMHO-aINapPaTHBIX CPEJICTB;

OpPUHATUSL Mep Mo obecrneueHuto (U3NYECKOM 1EIOCTHOCTU MPOrpaMMHO-aNMmapaTHbIX
CpelacTB MH(OPMALMOHHBIX CHCTEM U MOJAJEpKaHHEM HEOOXOJUMOro YPOBHS 3aIlMIEHHOCTU



KOMITOHEHTOB;

UCTIOJIb30BaHUSI MTPOTPAMMHBIX U MPOrPAMMHO-AMIAPATHBIX CPEACTB 3allUThl HH(OpMAIUU
obpabarbiBaecMoM B OY ¥ aJMHHUCTPATUBHOMN MOJIEPIKKON UX UCTIOIBb30BaHUS,

KOHTpOJII ~ COOJIFOJICHUSI  TOJB30BATEIsIMA ~ MH(MOPMAIMOHHBIX ~ CHUCTEM  TpeOOBaHUM
1o 00ecreyeHNI0 NHPOPMAITMOHHOM 6€3011aCHOCTH;

npoBeieHus aHan3a 3(Q(HEKTUBHOCTH MPUHATHIX MEP 3aIlUThl HHOOPMAIMKH ¥ TPUMEHICMBIX
cpenacTB 3aumThel HHGpopMmanuu B OV,

pa3paboOTKM ¥ pealn3allid TPEIUIOKEHUH 110 COBEPLICHCTBOBAHHIO CHCTEM 3aIlUTHI
uHpopmanuu B OY.

3 NPUHIOMUIIBI OBECIEYEHUS TH®OPMAIIMOHHOM BE3OINACHOCTHU

Ob6ecrieueHne HHPOPMAITMOHHON 0€30MACHOCTH, JOKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CJICAYIOUIMMH OCHOBHBIMH NIPUHLIUIIAMMU:

I puHOMI 32KOHHOCTH

ITpu BBIOOpE MeponpuATHH 10 3amuTe WH(GOPMALMU, JODKHO COONIIOaThes EHCTBYIOIIEE
3akoHoaTeNnbCTBO Poccuiickoit deneparun B chepe 3amuThl HHPOPMALIUH.

Bce pabGoTHHKHM JTOJKHBI UMETh NpE/ACTaBlIeHUE 00 OTBETCTBEHHOCTH 3a IPAaBOHAPYLICHUS
B cepe 3amuThl HHPopManuu. [IporpaMmMHO-anmapaTHbie CpeIcTBa, MpUMeHsieMbie B OV, T0IKHBI
UMETh  COOTBETCTBYIOIIME JIMIEH3UM, O(QHUUUANBHO THpuoOperaTbcs Yy  IpeacTaBUTENeH
Pa3pabOTYMKOB ATHX CPENICTB HITH SIBIIATHCS MHTEIUICKTYaIbHOW COOCTBEHHOCTRIO OV

IIpuHIMI CHCTEMHOCTH

[Ipu co3maHumM CHCTEMBI 3aIIUTHI JOJDKHBI YUUTBHIBATHCS aKTYyalbHbBIE YTPO3bl O€30MaCHOCTH
uHpOpMalLlMY, BO3MOXKHbIE OOBEKThl M HAIpABJICHUS aTaKk Ha HEE CO CTOPOHBI HapyIIUTENEH.
Cucrema 3amMThl JOJDKHA CTPOMTBCS C YYETOM HE TOJBKO W3BECTHBIX KaHAJIOB YTEUKH
uHGOpPMALMK, HO U C YYETOM BO3MOYKHOCTH IOSIBICHHMS HOBBIX YS3BUMOCTEH B MPOrpaMMHOM
o0ecrevyeHunu.

IIpuHIMT KOMILJIEKCHOCTH

KomriekcHOe HCTIoNIb30BaHHEe CPEACTB 3alIUTHl HH(OPMAIMH MPEIOoIaraeT COrjlacOBaHHOE
IPUMEHEHHE NPH OCTPOCHUHU LEIOCTHOM CUCTEMBI 3allUTh, IEPEKPBIBAIOIIEH BCE CYIIECTBEHHbIE
yrpo3bl 6e30macHOCTH MH(OpMAIMH. 3alluTa JO0JDKHA CTPOUTHCS SIIEIOHHpOoBaHO. Dusnyeckas
3alUTa JoJKHA 00ecreunBaThesl (PU3MUECKUMU CPECTBAMU M OpPraHU3allMOHHBIMH MEPaMHU.

[Tpu mocTpoeHnH, BHEAPEHUH U IKCIUTyaTal[il CUCTEMBI 3aIIUThHl HHPOPMALIUK PYKOBOJICTBO
OY oOecneunBaer ycinoBus A 3(QeKTuBHOM KoopAMHAIMM  JAEHCTBUI  Bcex JIMIL,
obecreunBaroX HHPOPMAITMOHHYIO O€30MaCHOCTb.

IIpuHIMI CBOEBPEMEHHOCTH

Pa3pabotka cuctemsbl 3auUThl HHPOPMAIUU JOJKHA BECTUCH MapajieIbHO C pa3paboTKOI
U HMHQOpPMAaMOHHOW  cHCTEMBl. OTO TO3BOJMT y4yecTb TpeOoBaHUS  0€30MacCHOCTH
Ipd TPOCKTUPOBAHWHM AapXHTEKTyphl M, B KOHEYHOM cueTe, co3fgarh Oosee 3¢ (eKTUBHBIC
UH(POPMALIMOHHBIE CUCTEMBI, O0JIaIalOIIUe TOCTATOYHBIM YPOBHEM 3aLIUILIEHHOCTH.

I[puHOMI NpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAaHHME MEp U CPEACTB 3alIUThl HMH(OPMAIMM Ha OCHOBE
NIPEEMCTBEHHOCTH OPTraHU3aIllMOHHBIX W TEXHUYECKHX peIIeHUi, KaJIpoBOTO COCTaBa, aHAIM3a
(GYHKIMOHUPOBAHUS MH(MOPMALMOHHBIX CHCTEM U CHCTEMBl €€ 3allUThl C Y4eTOM H3MEHEHHM
B METOJaX M CpeACTBaX IepexBara WH(POpPMAIMK, HOPMATHBHBIX TPEOOBAHWU IO 3alIUTE
UHpOpMaLINH.

IIpyuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YpOBHS 3aTpaT Ha obecrieyeHre MH(YOPMAITMOHHON 0€30MacCHOCTH U LIEHHOCTH
WHPOPMAIIMOHHBIX PECYypCOB Ha BEIMYMHY BO3MOXKHOTO ymiepda OT UX pasTiameHus,
YHUYTOXKEHUSI U UCKaXeHHUs. Vcronp3yeMble Mephl U CPeACTBa 3alIUThl HH(OPMAIMK HE JOJDKHBI
YXYIIIaTh 3PrOHOMUYECKHE TIOKA3aTeI KOMIIOHEHTOB HH()OPMAITHOHHBIX CHCTEM.

IIpyHIMI 0OTBETCTBEHHOCTH

BosznoxeHue 0TBETCTBEHHOCTH 3a o0ecrieueHne 6€30nacHOCTH nH(popMalnu U ee o0paboTKu
Ha KaXJ0ro pabOTHUKA B Mpejaenax ero IMoJHOMOYMH. B cOOTBETCTBMM C 3TUM MPHUHLIUIIOM



pacripeniesieHie TpaB U 00s3aHHOCTEH PaOOTHHUKOB CTPOMTCS TAaKUM 00pa3oM, YTOOBI B cCirydae
M000T0 HAPYIIEHUS ObLT U3BECTEH HAPYITUTEb.

IpuHOMND 000CHOBAHHOCTH M TEXHHYECKOH peain3yeMocTH

WMHpopMannoHHbIE TEXHOJIOIMHU, IPOrPAaMMHBIE U IIPOIPaMMHO-AIIIapaTHbIE CPEICTBA, MEPHI
3Tl UH(GOPMAIMK JOJDKHBI OBITH PEAM30BaHBI 110 COBPEMEHHBIM PEIICHHSIM, 0OOCHOBAHBI
C TOYKH 3PEHUS JOCTHKEHUS 3aJaHHOI'O YPOBHS 3aLUILEHHOCTH MH(OPMALMU U SIKOHOMHYECKON
1eN1eco00pa3sHOCTH, a TakXKEe COOTBETCTBOBATH YCTAHOBICHHBIM HOpPMaM H©  TpeOOBAaHUSAM
1o 6e30macHOCTH HH(POPMAIIUH.

IpuHuun npogeccuonaanzma

Peanuzanus mep 3amuThl MHGOpPMALMKM M SKCIULyaTalUs CPEACTB 3allUThl MH(OpManuu
JIOJKHA OCYHIECTBIATHCSA MPO(ECCHOHATBHBIMU CIIEHUAINCTAMU.

[TpuBneueHue crienualn3upOBaHHBIX OpraHU3alMi K pa3paboTKe CPEJCTB U pean3aluu Mep
3alUThl UHPOPMALIMHU, TTOATOTOBICHHBIX K KOHKPETHOMY BHUAY JACATEIBHOCTH MO OOECIEYCHUIO
6e3011acHOCTH MH(OPMAIIMOHHBIX PECYPCOB, MMEIOLIUX ONbIT MPAKTUYECKOM pabOThl U JIMIIEH3UU
Ha MPaBO OKa3aHMA YCIYT B 3TOH O0JIACTH.

[pyuHUMI MUMHUMHM3AIUY IPUBUJIETHH M10JIb30BaTe el

ObecneueHne NoOIb30BATENCH MPUBIIICTHSIMA MUHUMAIIBHO JOCTaTOYHBIMU ISl BHITIOJTHEHHUS
UMM CBOMX JIOJDKHOCTHBIX 00s13aHHOCTel B OY.

4  OCHOBHBIE TPEBOBAHUS 11O 3AIIUTE UH®OPMALIUHN
OI'PAHUYEHHOI'O JOCTYIIA

Cucrtema 3amuThl WHGOPMAIMU JOJDKHA TMPEAYCMaTPUBATh KOMIUIEKC OpPraHU3aI[MOHHBIX,
MPOrPaMMHBIX M MPOrPaMMHO-AINIAPATHBIX CPEICTB M Mep MO 3amuTe WH(OpMaluu B Mpoiiecce
ee 00paboTKH.

BrimonHenune TpeGOBaHUN JOCTUTAETCA 3a CUET pealu3alud Ha 00beKTax MHPOopMaTH3AUU
Mep IO 3aIuTe HHHOPMAITUH:

uAeHTU(PUKAIINY U ayTeHTU ()UK CYOBEKTOB IOCTYIA U OOBEKTOB JIOCTYIIA;

YIIPABICHUIO JOCTYIIOM CYOBEKTOB JJOCTYIA K O0BEKTaM JIOCTYIIA;

OTPAaHUYEHUIO TPOTPAMMHOM CPEJIbI;

3allMTE MAIIMHHBIX HOCUTEJIEH NIEPCOHATBHBIX JAHHBIX;

peructpanuu coObITHII 6€30MacHOCTH;

AQHTUBHMPYCHOMU 3aILIUTE;

00HapyXEHHUIO BTOPKECHHIA;,

KOHTPOJIIO (aHATU3Y) 3alTUIIICHHOCTH MEPCOHABHBIX JTAHHBIX;

00ecnevyeHnI0 11eT0CTHOCTH HH(OPMAIIMOHHON CUCTEMBI M IEPCOHATIBHBIX JIAHHBIX;

00€CTIeueHUI0 TOCTYIMTHOCTH MEPCOHABHBIX JTAHHBIX;

3alIUTHI CPEIbl BUPTYAIU3aLUU;

3aIUTHl TEXHUYECKUX CPEIICTB;

3amUThl UHOOPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3H U MEPEIayu JaHHBIX;

BBISIBJICHUIO MHITUICHTOB U PEaripOBaHNE HA HUX;

yhOpaBlIeHUI0 KOHUTypanuei HHOOPMAIIMOHHOW CHUCTEMBl U CHCTEMBI  3aIIUTHI
MIEPCOHAIIbHBIX TAHHBIX.

OV, kak obnanatenp WHGOPMALUKA OTPAHMUYEHHOTO JOCTYIA, MPH OCYIIECTBICHUU CBOMX
paB 00513aHO:

coOroaaTh MpaBa v 3aKOHHBIE MHTEPECHI MHBIX JIUIL;

MIPUHUMATH HEOOXOMMBIE MEPHI 110 3aIUTE HHPOPMAIIHH;

OTpaHWYMBATHL JOCTYN K HHpOpMaIMH, €clAu Takas OOs3aHHOCTh YCTaHOBJICHA
3aKO0HOIaTenbCTBOM Pocculickon @enepannu.

B toMm uncne OV, BopaBe eciiu MHOE HE MPEAYCMOTPEHO 3aKOHOAATENbCTBOM Poccuiickoi
®denepanuu:

pa3pemniaTh Uil OTPAHUYUBATH JOCTYI K HHPOPMAIIMH, ONIPEIEIISTh MOPSIIOK U YCIOBUS TAKOTO
JIOCTYya;

MCIIOJIb30BaTh MHGOPMAITUIO, B TOM YHCIIE PACIIPOCTPAHSTH €€, TI0 CBOEMY YCMOTPEHUIO;



nepeaaBath MHGOpPMAIMIO JPYIMM JIMIIAM Ha YCTAHOBJICHHOM 3aKOHOJATENIbCTBOM
Poccuiickoii denepaiyiu OCHOBAHUY;

3alUIIATh YCTAaHOBICHHBIMH 3aKOHOATENbCTBOM Poccuiickoit denepanyn criocobamu cBOu
opaBa B Cllyyae HE3aKOHHOIO NOJYy4YeHUs MH(OpMAlMM WIM €€ HE3aKOHHOTO HCIOJIb30BaHUS
WUHBIMU JINLIAMHU;

OCYILECTBIIATh MHBbIE AEUCTBUS ¢ HMH(OpManueld win pa3pelarb OCYILIECTBIECHUE TaKUX
NeHCTBUM, €cnu OJTU JeHCTBUS HE NpPOTHBOpevyar (QelnepaibHbBIM 3aKOHAM M JIPYTUM
HOPMaTUBHO-IIPaBOBbIM akTaM Poccuiickoit @enepanuu.

3ammra WHQOpPMAMM  OTPAHMYEHHOTO JOCTyHa MpPEACTaBIseT COOOW  NPUHATHE
OpraHU3alMOHHBIX U TEXHUYECKUX MEp, HAllpaBJICHHBIX Ha:

coOuo/ieHre KOH(pUASHINATBHOCTH HH(pOpMaIK (MCKII0YEHNE HEMPaBOMEPHOIO JIOCTYTIA,
KOIMPOBAHUS, IPEIOCTABICHUS WIN PACIPOCTPaHEHUS HH(OPMALIUHN);

o0ecrieyeHne 1eI0CTHOCTH HH(POpMaIUK (MCKITI0OUEHHE HEMPAaBOMEPHOTO YHUYTOXKCHUS
Wiy MoauuIMpoBanus HHGOPMAITUN);

pea3aluio npasa Ha JOCTYI K HHPOPMALUH (MCKIIOUEHUE HEITPABOMEPHOTO OJIOKUPOBAHUS
uHpopmanun).

CpencTBa 3ammThl HHQOPMAIIMH BHEAPSIOTCS 10 PE3yJIbTaTaM MPOBEICHHS OLIEHKH PHCKOB
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

Opranun3anus 3amuThl MHGoOpManun

[Ipu opranuzammu B OV 3amurhl MHGOPMALMHU, JODKHBI BBINOJHATHCS TpPEOOBaAHMS
@OenepanpHoro 3akoHa ot 27.07.2006 Ne 149-03 «OO6 wuHpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX M O 3alluTe HHPOpPMALUU», KOTOPblE PpEryJupyloT OTHOLICHMS, CBSA3aHHBIE
C YCTAHOBJICHHEM, U3MEHEHHEM U MPEKPALICHUEM PEeXHMa 00pabOoTKH 3auiuinaeMoi HH(OOpMAaIHH.
B Tom umcne tpeGoBaHus o 3ammre MHGOPMAIMM, HE COCTABIIAIOLIEH IOCYIapCTBEHHYIO TaiiHY,
coJiepKalleiicss B TroCyJapCTBEHHBIX MH(OPMALIMOHHBIX CHUCTEMaX YTBEP)KICHHbIE NPUKA30M
OCTOIK Poccuu ot 11.02.2013 Ne 17 «OO6 yTBepkaeHHH TpeOOBaHUN O 3amuTe WH(OPMALIHH,
HE  COCTaBJIIOIIEH  TIOCYAapCTBEHHYIO  TallHy, cojepXalleics B TOCYAapCTBEHHBIX
MH(POPMALIMOHHBIX CUCTEMax» JUIsl TOCYAAPCTBEHHBIX HH(OPMAIMOHHBIX CHCTEM IO KOTOPBIM
OV aBusercs OnepatopoM.

B OV nomumo peanuzanuy OCHOBHBIX Mep 3alUThl MH()OPMAIMH OCYILECTBIIAETCS:

perynsipHass  OIlEHKa W yOpaBJICHHE pPHCKaMU HMHQPOPMAIMOHHON  0€30macHOCTH
B COOTBETCTBHMH C YCTAHOBJIECHHBIMHU IPOLIETypaMU B OOJIACTH YIPaBJICHUS PUCKAMU;

MH(OPMUPOBaHUE, oOyueHue u MIOBBIIICHHE KBaJIM(pUKALMH paboOTHUKOB
OV B cdepe nunpopMainoHHON OE30MACHOCTH;

MeToauYecKass IOoMoIlb paboTHHMKAM B Bompocax o0ecredyeHus HHGOPMaLUOHHON
0e30IMacHOCTH;

aHAJIN3 U MTOMCK BO3MOKHOCTEM 110 MOBBIIIEHUIO YPOBHS 3aIMIEHHOCTH HH(OpPMAaIIHH.

Jns opranmzamuu 3amutbl MHGopMaruu, OV BopaBe NPUMEHSTh CPEACTBA U METOJIBI
TEXHUUYECKON 3aluThl, NPEANPUHUMATh Jpyrue, HE MPOTUBOpEYAIllMe 3aKOHOAATEIbCTBY
Poccuiickoi denepanuu, Mepsbl.

B pamkax oOecnieueHus 3amiuThl HHPOPMAIMH, B paMKax TPYAOBbIX OTHOLIEHUH HE00X0IMMO
03HAKOMUTH O] POCHHUCH PAaOOTHUKOB, TOCTYI KOTOPBIX K MH(POPMALIMU OTPAaHUUYEHHOTO JIOCTYTIA,
HEOOXOUM JIJIsl BBIIIOJIHEHUSI MU CBOUX JIOJDKHOCTHBIX O00S3aHHOCTEH, ¢ mepeyHeM HHpopmanuu
OTPaHUYEHHOTO J0CTYyNa, U NpUHATHIMU B OY Mepamu 3al1uThl HHOOPMAIIHH.

Oco0eHHOCTH 321U THI EPCOHATBHBIX JAHHbBIX

[lpu  opranmzammu  o6paboTku B OV  mepcOHaNbHBIX  JIAaHHBIX  HEOOXOIUMO
PYKOBOJICTBOBaThCsl TpeOoBanmsimu DenepanpbHoro 3akoHa ot 27.07.2006 Ne 152-03
«O mepcoHaNBHBIX TaHHBIX).

[lepeuenr Mep, BbIOJHEHUE KOTOpbIX oOecneunBaer OY B KayecTBe omepaTopa
NEPCOHATBHBIX JaHHBIX, JOJKEH BKIIOYATh:

Ha3zHayeHre B OY OTBETCTBEHHOI'O 3a OpraHU3aIlio 00pabOTKH MEPCOHATBHBIX TaHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEIEIIAIONINX MPaBUiia B OTHOILEHHH 00paOOTKU MePCOHATBHBIX
naHHbIX B OV, JOKaNbHBIX aKTOB 110 BOMpocaM 00pabOTKH MEePCOHATbHBIX TaHHBIX;



NPUMEHEHHE OPTraHM3AlMOHHBIX M TEXHMYECKMX Mep Mo olecrmeyeHuio 0e30macHOCTH
MIEPCOHAIILHBIX JTAaHHBIX B COOTBETCTBHHM cO cratbeil 19 denmepanpHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHaIbHBIX TaHHBIXY,

BBITNIOJIHEHHE TPEOOBAHUM 110 COCTABY M COJIEP>KAHUIO OPraHU3ALMOHHBIX U TEXHUYECKHX MEp
1o oOecrevyeHuIo 0e30MacHOCTH NEePCOHANBHBIX JaHHBIX MPH MX 00paboTke B MH(POPMAIMOHHBIX
CHUCTEMax MepPCOHAIBHBIX JaHHBIX YTBepkAEHHBIX [Ipukazom OCTOK Poccun ot 18.02.2013 Ne 21
«O0 yTBepXKIEHHMH COCTaBa M COJACPKAHWUA OPTaHU3AIMOHHBIX W TEXHHUUYECKHUX Mep 110
oOecrieueHHnI0 0E30MaCHOCTH NEePCOHANBHBIX JAHHBIX MPH MX 00paboTke B HMH(POPMAIMOHHBIX
cUcTeMax NEePCOHAIBHBIX JAHHBIX,

OLICHKY BpeJa, KOTOPBIH MOXET OBITh MNPUYMHEH CYOBEKTaM IEepPCOHATBHBIX JaHHBIX
B cinyyae HapymeHus PenepanmpHoro 3akoHa Ne 152-D3; cooTHomIeHHE YyKa3aHHOTO Bpena
U MPUHUMAEMbIX OINEpaTOpOM Mep, HalpaBIECHHBIX Ha OOECreueHUe BBIMIOJHEHUSI 0053aHHOCTEH,
npenycMotpenHbsix denepanbubiM 3akoHOM Ne 152-D3;

o3HaKoMiIeHHe paboTHUKOB OV, HENOCPEACTBEHHO OCYHIECTBISIIOMIMX  00paboTKy
IIEPCOHANIBHBIX ~ JTAHHBIX, C IIOJOXXEHMAMM 3akoHoxaarenbcTBa Poccuiickoin  denepanuu
0 TEPCOHAIbHBIX JAHHBIX, B TOM 4HCIE TPeOOBaHUSAMHU K 3alUTe MNEPCOHAIBHBIX JAHHBIX,
JOKYMEHTaMH, onpeAensommuMu TtpedoBanuss OY B OTHOUIEHHH OOPa0OTKH IMEPCOHATBHBIX
JAHHBIX ¥ 00y4YeHHE, TPU HeOOXOIMMOCTH, YKa3aHHBIX PAOOTHHKOB.

OGecneyenune 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTHU:

ompeeNieHueM  yrpo3 U HapymuTened  0e30MacHOCTH  MEPCOHANBHBIX  JIaHHBIX
npu uX 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX MMEPCOHALHBIX JTaHHBIX;

OTpeAeNIEHUEM ypPOBHS  3alUIICHHOCTH TEPCOHANBHBIX JaHHBIX B  COOTBETCTBUU
¢ tTpeboBanusimu [loctanosnenus [IpaBurennscrBa Poccuiickoit @eneparmm ot 01.11.2012 Ne 1119
«O06 yTBepkIeHUHM TpeOOBaHUN K 3allUTe T[EPCOHAJIbHBIX MJAaHHBIX TMpU UX 00paboTke
B MH(POPMALMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTAaHHBIX»;

MPUMEHEHUEM MPOIIEIIINX B YCTAHOBJICHHOM IMOPSIKE MPOLEAYPY OLEHKH COOTBETCTBHS
CPEACTB 3alIUTHI HHPOPMAIUH;

OLICHKOM 3(PPEKTUBHOCTH MPUHUMAEMBIX MEp MO 3alIUTE MEPCOHATBHBIX JaHHBIX JO BBOJA
B DKCIUTyaTaIHio0 HH(HOPMAIIMOHHON CHCTEMBI IIEPCOHAIBHBIX TAHHBIX

BOCCTAHOBJICHHEM IE€PCOHATBHBIX JAHHBIX, BCIEACTBUE MOIYYCHHS] HECAHKIMOHUPOBAHHOTO
JIOCTyTIA K HUM,;

YCTQHOBJICHHMEM TpaBWJI  JOCTyHa K MEPCOHAJIbHBIM  JaHHBIM, 00pabaThIBA€MbIM
B WH(GOPMAIMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JaHHBIX, a TaKKe OOECIeUYeHHEM pPETHUCTPAINU
U ydeTa BceX JIeHCTBHI, COBEpIIAEMbIX C MIEPCOHANBHBIMU JAHHBIMU B HH(OPMALIMOHHBIX CHCTEMaxX
NIEPCOHAITBHBIX JaHHBIX;

KOHTPOJIEM 3a MPUHUMAEMBIMU MEPaMH IO 3aIIUTE MEPCOHAIBHBIX TaHHBIX U ONPEIEICHHOTO
YPOBHSI 3aIIMIIEHHOCTH WH(POPMAIMOHHBIX CHUCTEMaX TIEePCOHANBHBIX MJAaHHBIX B IPOIECCEe
ee IKCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHUA K ITIPOHECCAM OBECIIEYEHU A
NH®OPMAIIMOHHOHN BE3OIMMACHOCTH

MeTtonndeckoe pyKOBOJICTBO, pa3pabOTKy pelleHni Mo 3amure HHPOpMaIuu, CoriacoBaHue
BbIOOpa CPEJCTB BBIYUCIUTENBHOW TEXHUKH, MPOTrPAaMMHBIX M MPOrpaMMHO-AINAPaTHBIX CPEICTB
3alUThl UH(OPMAIIUK, OPTaHU3alMI0 padOT MO BBISBICHUIO BO3MOKHOCTEW U MpPENyNpekICHUIO
YT€YKH M CBOWCTB 3allMIIaeMoi HMHPOpPMALMHU, aTTeCTalMio OOBEKTOB HH(POpPMAaTH3AIMH
ocymectsisier OY.

Pusnyeckas 0e30MaACHOCTH

[IpuHsATHIE OpraHU3alMOHHBIE U TEXHUYECKHE MEpHI 10 3amuTe nomenieHuin OY, cepBepHOro
U KOMMYTAallMOHHOTO O0OOpYy/OBaHUS, ABTOMAaTHU3MPOBAHHBIX pabouYMX MeECT TNOJb30BaTenen
nHpopmanmoHHBIX cucteM OV 00ecTeunBarOT pean3aIuio CIeayIIMnX Mep 10!

pasrpaHMYeHHI0 JocTyna paboTHMKOB B mnoMmemeHuss OY B COOTBETCTBUHM € HX
MOJIHOMOYMSIMU U TOJKHOCTHBIMU 00SI3aHHOCTSIMU;



peructpanuu (GaxkToB BXoJa paOOTHUKOB B TOMEIIECHHS B KOTOPBIX BeaeTcss oOpaboTka
MEePCOHAIBHBIX JaHHBIX;

KOHTPOJHPYEMOMY IPeOBIBAHUIO MOCTOPOHHUX NIl B OV B MOMEIIEHUs, B KOTOPBIX BEIETCS
o0paboTka wuHpOpPMAIMK OTPAaHMYEHHOTO JOCTyla W pa3MEIleHbl almapaTHble CpelCcTBa
UH(POPMALIMOHHOMN CUCTEMBI;

OpraHMU3aIH pexkruMa KOHTPOJIUPYEMOTro BHOCA/BBIHOCA CPEACTB 00pabOTKH HHPOPMAIIHH.

[Tomemmenust OY 10JKHBI OBITH 00OPYIOBaHbBI AETEKTOPAMH OTHS U IbIMA, OTHETYIIHTEISIMH,
CUCTEeMaMU KOHJIUIIMOHUPOBAHUS BO3/IyXa, CPEACTBAMH OXPAHHO-TI0KAPHON CUTHAIHM3AIIIH.

OcHOBHOE cepBepHOE M KOMMYyTalMOHHOEe oOopynoBanue OV MOHKHO OBITH 3alIMIEHO OT
nepe0oeB B IMOJa4€ DJIEKTPOIHEPTUU IMYTEM MOAKIIOYEHHUS K JJIEKTPOCETH C NPUMEHEHHUEM
UCTOYHUKOB OecriepeOOMHOrO MuTaHWA M PE3epBHOro aAu3enb-reHepatopa. Mcrounuku
OecriepeOONHOr0 MUTAaHUSI HEOOXOAUMO PEryJsIpHO TECTUPOBATh U MPOBEPSATH YIMOJIHOMOYEHHBIM
paboTHrKaM OV B COOTBETCTBUU C PEKOMEHJAIUSAMU POU3BOAUTEIS.

[TopraTuBHBIE TEXHHYECKHE CpEICTBA HE JOJDKHBI  OCTaBaThCsA 3a  IpeaeaamMu
KOHTposmpyeMoit 30861 OY 6e3 KOHTPOJIsi CO CTOPOHBI paboTHUKOB OV

be3onacHocTs Ha paGouem mecTe

3ampemiaercss BECTH 3allMCh NApoJied B OTKPHITOM BHJIE Ha MaTepHAIbHBIX HOCHTEINS,
3a UCKITIOYEHHEM CITy4aeB, PeriiaMeHTUPOBAHHBIX METOJIOB XPaHEHHUS.

JIOKyMEHTBI ¥ HOCHUTENN C WH(POpPMAaluell OTrpaHWYeHHOTO JOCTYNa IOJDKHBI yOHpaThCS
B oreuyaTbiBaeMmble MecTa (ceidbl, mKadpl U T.aI.), HOpH YyXoie c¢ pabodero Mecra.
Ha aBromatusupoBanHoMm pabouem mecte Ilonb3oBarens paboydast ceccusi JOKHA OBITH MTpEepBaHa,
paboumii cron 3abmokupoBaH. Bxon monb3oBarenss B CUCTEMY HE JIOJDKEH BBINOIHSITHCS
ABTOMATHYECKH.

JlokyMeHThI, coaepxaimue HHPOPMAIMIO OrPaHUYEHHOTO JOCTYyMa, JOJDKHBI —Cpasy
U3bIMAThCSl W3 TEYATAIONIMX YCTPOHCTB. [ yTwim3anumu KOHQHISHIMAIbHBIX JTOKYMEHTOB,
JOJKHBl UCTOJb30BAaThCSl YHUUTOXKHUTENH JOKYMEHTOB HE HIDKe 4 ypOBHS IO CTaHAapTy
0€3011aCHOCTH, IPUMEHIEMOMY K YHUYTOKUTEISIM IOKYMEHTOB.

[Ipy wucnonb30BaHMM MOOWIIBHBIX TEXHHYECKHX CPEICTB HEo0XoIuMo  coOI0IaTh
JIOTIOJTHUTEIFHBIE MEPBl 10 PErjaMEeHTAllMd W KOHTPOJIO HCIOIB30BaHUS B WH(POPMAIMOHHON
CUCTEME MOOMITbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenne npencraBuTeNiell IOPUAMYECKUX JIMI] B paMKax HCIOIHEHUS JJIOTOBOPHBIX
00513aTeNIbCTB B TOMEIICHUSAX B KOTOPBIX BeneTcsd 00paboTka HH(GOpMAIMM OrpaHUYEHHOI'O
Jnoctyna MHGOPMAIlMOHHOM CHUCTEMBl, BO3MOXHO TOJIBKO B CONPOBOXAECHUM pabdoTHuka OY
JIOMYLIEHHOTO J10 00pa00TKH Takoi MHpOpMaLUH.

Pa3mMernienne TeXHUYECKUX CPEICTB BbIBOAA HH(POpMaIuu B nomemeHusx OY mpou3BoanTCs
C Y4YeTOM HCKIIIOYEHHs] BO3MOXKHOCTH BM3YaJIBHOTO INPOCMOTpa HH(OpMaK MOCTOPOHHUMHU
JTUIaMU 1 pabOTHUKAMU, HE IOMYIIEHHBIM K padoTe ¢ JaHHOUW nH(pOopMaIuei.

TexHuueckue CpeacTBa JOJKHBI pPa3MelIaTbCcs M XPAHUTBCS TakUM 00pa3oM, UTOOBI
COKpATHTh BO3MOXKHBIN PUCK TIOBPEKACHUS M YTPO3bl HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

Texnudeckoe 00cay;KMBaHHEe 000PyI0BAHUS

Texauueckue cpencrBa OV [ODKHBI TPOXOJUTH HA PETYISIPHOW OCHOBE CEPBHCHOE
00cCITy’)KMBaHHE B COOTBETCTBUHU C PEKOMEHAALIMSAMH ITPOU3BOANUTENEH 000py10BaHHUS.

PemoHT u cepBuCHOE OOCITY)XKHMBaHHE OOOPYIOBAHHS JOJDKHBI BBITIOJHITHCS TOJBKO
KBaJTU(DUIIMPOBAHHBIMU CTICIIHATTUCTAMH.

TexHuueckoe oOcCTyXHBaHHE OOOPYAOBaHHS CTOPOHHHUMH OpraHU3alUsSMU HE JOJIKHO
IPUBOINUTH K PUCKY HAapYIIEHUS KOH(PHUICHIIMATHHOCTH 3alIUIAeMON HH(POpMAIIH.

B3aumopeiicTBHE ¢ TPETHUMM JIHIIAMH

B nmemsax obGecnedyenuss uH(opmanmonHoi Oe3omacHocth OV mpu  B3aUMOCHCTBUU
C TPETBUMHU JIMIIAMH JIOJDKHO BBITIOHATE CIIEAYIONINE MEPOTIPHUSTHS 110"

3aKJIFOYEHHUIO COTJIALIEHHsT O HepasrjalleHu WHGOpMalud OrpaHUYEHHOrO JIOCTyIa
MOJIyYEHHOM B X0/1€ UCTIOJIHEHHSI IOTOBOPHBIX 0053aTEbCTB,;

OCYILIECTBJICHUIO KOHTPOJS 3a ACUCTBUSAMH TPEACTaBUTENCH KOHTPAareHTOB B Mpezaenax
KOHTpoJMpyeMoii 30ub1 OV



YnpasieHue ;KkU3HEHHBbIM LHKJIOM HHPOPMALMOHHBIX CHCTEM

Meponpustus B mpolecce )KU3HEHHOro IIMKJIA HHPOpMaMOHHbBIX cucteM OV NOKHBI ObITh
HanpaBjIeHbl Ha OOECIEeYeHHE 3alUThl MH()OpPMAIMU IMpH BBOJAE B JCWCTBUE, HKCIUTyaTaIlUH,
COIIPOBOKJEHUU U MOJEPHU3ALIUH, BEIBOJA U3 IKCIUTyaTal[1H.

OcHoBaHMeM mpu pa3paboTKe HHPOPMALMOHHBIX CHUCTEM JOJDKHBI SIBISTHCS PEIICHHS
IOpUHATBIE Ha cTaauu (QOpMHUpOBaHUS TpeOOBaHUM, conepkaliue TpeOOBaHUS B TOM YHUCIE
[0 CHCTEME 3aIIUThl THPOPMALIUH.

JIroboe niaaHupyemMoe K BHEIPEHUIO U3MEHEHHE NH(POPMALIMOHHONW CUCTEMBI IPEABAPUTEIBHO
JOJDKHO  OBITh ~ IPOAHAJIM3MPOBAHO HA  COBMECTUMOCTb M OTCYTCTBHE  HapyLICHHUH
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3aILUThl HHPOPMALIUY.

PaGoTel mo MonepHM3anuu HHOOPMAIIMOHHOM CHCTEMBI, B TOM YHCJIE IO YCTAaHOBKE
IPOrpaMMHOr0 obecredeHus: 1 OOHOBJIEHUH, 1OJKHBI IIPOBOJUTHCS B HEpaboyee BpeMsl WU BpeMs
HaUMEHbIIeH pabodel Harpy3KH.

[lpu BbIBOgE M3 HKCIUTyaTallMM WMH(OPMAIMOHHBIX CHUCTEM JIOJDKHO oOecreunBaTbes
rapaHTUPOBAaHHOE ynajeHue oOpadaThIBAEMON U XpaHUMOW B HUX MH(POPMAIIUH C UCIIOJIb30BaHHEM
CPEACTB IapaHTUPOBAHHOI'O YHHYTOXKEHUS MH(DOpPMALUKM WIN IyTeM (U3UYECKOr0 YHHUYTOXKEHUS
HocuTenei nHdpopMarum.

Bce mnpouenypsl oOecmedyeHus — 3amuThl  MHQOpPMaLuM, ycTaHoBiIeHHble B OVY
B OTHONICHHMH WH(POPMAIMOHHBIX CHCTEM, JIOJDKHBI BBIOJHATHCS M KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMHU JIMLIAMH 32 OPraHU3aLKIo paboT MO 3aIuTe UH(OPMALIHH.

KonTpoJs nocTyna k HH(pOpManMOHHBIM CHCTEMaM

Bce paborHuku OV, ponymieHHele K paboTe ¢ MHMOPMALMOHHBIMU CHCTEMaMHM HECYT
NIEPCOHAIbHYI0 OTBETCTBEHHOCTb 3@ HApyUIEHHs YCTaHOBJIEHHOIO IOpsiika 00paboTKU
uHpopmanuu.

YpoBeHb MOTHOMOYHMI ToNB30Batedss B HHpopManmuoHHoi cucteme OY  momkeH
OIIPENIeNATHCS B COOTBETCTBHUHU C €T0 JOKHOCTHBIMU O0SI3aHHOCTSIMU.

Hoctyn nonb3oBateneit k uHbOpManmoHHbIM cucteMaM OV OKEH KOHTPOJUPOBATHCS
aJIMUHUCTPATOPOM MUH(OPMAILIMOHHON CUCTEMBI.

Ocy1ecTBIeHUE PEryISIPHOIO KOHTPOJIS BHIIOJHEHHS] OpraHU3alMOHHO-PACIOPAIUTENbHbIX
JIOKYMEHTOB, KacalolluXcs periaMeHTanuu Jomnycka paboTHukoB OY K HMHQOPMALUMOHHBIM
CUCTEMAaM.

Hnentudpuxanusd 1 ayreHTuGUKanus

Hoctyn mons3oBareneld K WH(OOPMAIMOHHBIM CHUCTEMaM JOJDKEH TMPETOCTABISITHCS TOJIBKO
10CJI€ YCIIEHIHOTO 3aBepIICHUs NACHTU(PHUKAINN, AyTeHTU(UKALIUH.

[TonyueHue mnonb30BaTeieM HUMEHM B HMHPOPMAIMOHHOM cHUcTeME M Mapojs, KOTOpbIe
o0ecreynBaroT JOCTYI K HH(OPMAIIMOHHON CHCTEME, JOJKHO OCYILECTBIISATHCS MO NPEACTABICHUIO
PYKOBOJUTENS CTPYKTYPHOI'O HOJIpa3AeieHusI.

YnpasJienue 10CTYIIOM

B OV nomxHO oOCYyIIECTBIATHCS YOpaBlIEHHWE JOCTYNOM K HWH(GOPMAllMOHHOM cHUcTeMe
MOCPEJCTBOM peau3aliil HEOOXOJMMBIX METOAOB, TUIOB M NpPaBWJI pPa3rpaHUYEHUs J0CTyIa
nosib3oBatesiM  uH@opManmoHHoi cucreMbl OY. B ToMm uwmcie oOecnedeH 3alluIIEHHBIN
yJAJIEHHBIA J0CTYNl CyOBEKTOB JOCTYNa K OOBEKTaM JOCTyNa 4epe3 BHEUIHHE WH(POPMAalMOHHO-
TEJIEeKOMMYHUKAIlMOHHBIE CETH.

BesonacHocTh npu padore ¢ HOCUTEIAMH HH(POPMALINH

PabotHuku OY [OJKHBI KCIIOJIB30BATh TOJIBKO YYTEHHBIE ChEMHBIE MAIllMHHbIE HOCUTENN
UHGOPMALMU ISl BBIMOJIHEHUS CBOMX JOJDKHOCTHBIX 0Os3aHHOCTeH. Vcmosibp3oBaHHE ChEMHBIX
MaIIMHHBIX HOocuTenell nHpopmanyu B OV B HHBIX LENSAX CTPOTO 3aMpPEIIEHO.

CpemHbIe MallIMHHBIE HOCUTENH UH(OPMAIMH JJOJDKHBI XpaHUTCS B ONEYaThIBAEMBIX IIKadax,
B MTOMEIEHUAX B KOTOPBIX MPeIyCMOTpeHa 00paboTka nH(OpMAaLIMK OTpaHUYEHHOTO TOCTYTIA.

B ciyuae kpaxu wim nmoTepu ChbeMHOI'O MAIIMHHOTO HOCUTEINsE MH(OpMAIUK, a TakkKe UHBIX
MHIUJCHTOB, KOTOpPblE MOTYT NPHUBECTH K HaApYIIEHHIO CBOMCTB HH(pOpPMAIMU OTPaHHUYEHHOTO
JI0CTyTa, JOJKHBI IPOBOJAUTHCS MEPOIIPUATHS 110 PACCIEIOBAaHUIO TAKUX NHIUICHTOB.



[Tpu BBIBOAE M3 AKCIUTyaTallMM ChEMHOTO MAIIMHHOTO HOCHUTENS WH(POpPMAallUH, BCE TaHHBIE,
XpaHsAIIMEeCs: Ha HEM, JOJDKHBI ObITh yJaleHbl ONpPENeIEHHON KOMHUCCHEH M3 uHcia paOOTHUKOB,
CPeACTBOM rapaHTHPOBAHHOTO YHUUYTOXKECHUSI HHPOPMALIUH.

@dakT yHUYTOXKEHUS HH(POpPMALMM HA CHEMHOM MALIMHHOM HOCHUTeNle HH(OopManuu
¢ukcupyercs B akre 00 YHHYTO)KEHHHM HHPOPMALUU CO CHEMHOTO MAIIMHHOTO HOCHUTEIS
uHpopmanuu.

Perucrpanus co0bITHI

B oy JIOJKHA OCYILIECTBIISATHCS peructpanus coOBITHI 0e301acHOCTH
Ha BCEX KOMIIOHEHTax MH(POpMauuoHHBIX cucteM OV, B KOTOPHIX 00pabaThIBaeTCs 3aliuiiaeMas
nHpopmarus.

AHTHBHPYCHas 3a1IMTA

B umensx oOHapykeHHMs M yCTpaHEHHMs BpEIOHOCHbIX mporpaMM B OV  OKHBEI
UCTIOJIB30BAThCS CPEJICTBA AaHTUBUPYCHOM 3aIIUTHI HHPOPMALIUH.

OO0s13aTeIbHOMY KOHTPOJIIO CPEACTBOM AaHTHUBUPYCHOM 3aluThl HMH(DOpPMALUHM JI0JDKHA
nojuiexarb Jr00as wuHpopMmanus (TEKCTOBbIe (ainbl o0bIX ¢dopmaroB, (aiiasl JaHHBIX,
UCTONHAEMBIe (aiibl), Modydyaemass W IepelaBaeMas I10 JIOKaJIbHON BBIUMCIUTEIBHOW CETH
B TOM YHUCIIE W CETSAM OOILIero MOJb30BaHUSA, a TaKkke WH(POpMAIHsi, XpaHHMMas Ha CHEMHBIX
MAaIMHHBIX HOCUTEJIAX UH(OPMALIHH.

[lpy ycTaHOBKE MNPOrpaMMHOrO oOecredeHus Wi ero OOHOBJICHHS Ha CEBEpHOE
0o0OpyJOBaHUE JIOJDKHA ABTOMATHUYECKH BBINOJHATHCS IpEIBAapUTENIbHAS IPOBEpKa JaHHOTO
IPOTPAMMHOTO 00ECTIEYEeHHUsI Ha OTCYTCTBUE BPEJOHOCHOTO IPOTPAMMHOT0 00€CTICUEHUSI.

OOHoByeHue 0a3 CUrHATyp Ui CPEACTBa AHTMBMPYCHOW 3alUThl MH(OPMALMU JIOJKHBI
OOHOBJIATHCS €KEAHEBHO.

[Tonws3oBarenu oe3 npas aJIMUHUCTpATOpPA UH(POPMALIMOHHON CHCTEMBI
OY He MOMKHBI UMETh BO3MOXHOCTH MOJYYCHHS JOCTyNa K KOH(HUTypalud aHTUBUPYCHOTO
CpEeACTBa 3aIUTHI WIIH €r0 OTKJIIOYECHHUS.

KoHTpoJIb 3211 IIEHHOCTH MePCOHATBHBIX TAHHBIX

B mensx uckitoyeHMs SKCILTyaTallMd YsA3BMMOCTEH MPOrpPaMMHOI0 00ECHeueHUs! JOJDKHBI
OPOBOIUTCS pabOTHI 1O BBIABICHUIO, aHANM3y YSI3BUMOCTEH WMH(OPMAIIMOHHONW CHCTEMBI
U OIEepaTHMBHOE YCTPAHEHUE BHOBb BBIABIECHHBIX YyA3BUMOCTeH. B ToM wuymcne opraHusanus
KOHTPOJISI yCTAaHOBKH OOHOBJICHHMS TIPOTPAMMHOTO OOECIEUYEHHUs] BKIOYAs CPEACTB 3allUTHI
UHpOpMaLUH.

Hcnosb30BaHue NPOrPaMMHOTO 00eceyeHus

BeiObop mporpammHoro oOecrneueHMs JUIsI  IPOM3BOJACTBEHHBIX HyxXJ OVY  jnomkeH
NIPOM3BOJIUTECS B TIPUOPHUTETE K OTEUYECTBEHHOMY, BHECEHHOTO B ENWHBIA peecTp POCCHICKHX
OporpaMM Ui 3JIEKTPOHHBIX BBIYMCIMTENBHBIX MallMH M 0a3 JaHHBIX. B cioywyae oTcyrcTBHs
aHayora B EMWHOM peecTpe pOCCHIICKHMX MPOTpamMM ISl SJEKTPOHHBIX BBIYHACIUTENBHBIX MAIIHH
U 0a3 JaHHBIX JIONyCKAaeTCs HCMOJNb30BAaTh HNPOTPAMMHOIO  00ECHeYeHHEe HMMIIOPTHOTO
MIPOM3BOJICTBA.

Hcnosb3oBanue cpeacTs Kpunrorpaguyeckon 3aiuThl HHpopManuu

Obecneuenue 3anMThl HHGOOPMAIIMHA OTPAHUYEHHOTO JIOCTYIA OT PACKPBITUS, MOIU(DUKAIIH
U HaBs3bIBaHUA (BBOJA JIOKHOW HMH(popManMM) NHpu ee mnepenade (MOATOTOBKE K Iepenaye)
0 KaHajaM CBS3M, MMEIONIMM BBIXOJ 3a TpeAeibl KOHTPOJIUPYEMOH 30HBI oOecrieuymBaeTcs
NPUMEHEHHEM CPEICTB KPUITOrpaduyeckoit 3ainThl UHPOPMALIUH.

[Tpuobperenue cpencts kpunrorpaduueckoit 3aumuTel nHPopmanuu OV ocyiiecTBiseTcs Ha
OCHOBAHMU JIOTOBOPOB M KOHTPAKTOB C JIMLAMH HMEIOIUMH AelcTByroulyto nunensuio PChb
Poccun Ha ocylecTBieHHE [EATEIbHOCTH MO pa3paboTKe, MPOU3BOJCTBY, PaCIpPOCTPAHEHHIO
mr(poBaTbHBIX (xpunTorpapuuecKux) CpPE/CTB, MH(POPMAIMOHHBIX CHCTEM
U TEICeKOMMYHHKAIIMOHHBIX CHCTEM, 3allUIICHHBIX C HWCIOJh30BAHUEM IU(PPOBATBHBIX
(kpunTorpaMUecKux) CpeACTB, BHIIOIHEHUIO padOT, OKa3aHHIO YCIYT B OOJIaCTH MIU(POBAHUS
uH(pOpMalliK, TEXHUYECKOMY OOCITYKMBAaHUIO MIM(PPOBAIbHBIX (KpUNTOrpaHUUEcKUX) CpEACTB,
UH(POPMALIMOHHBIX CHUCTEM M TEJIEKOMMYHUKALMOHHBIX CHUCTEM, 3AIIMIICHHBIX C MCIIOJb30BaHUEM
MHUPPOBATBHBIX (KpUNTOTpadUUecKUX) CPEACTB (3a HCKIIOYEHHEM Cllydas, €CId TEeXHHYECKOe



oOciy)xuBanue MUQPPOBATBHBIX (KpUNITOrpahUUIECKUX) CpPeACTB, HH()OPMAIIMOHHBIX CHUCTEM
U TEICKOMMYHHMKALIMOHHBIX CHCTEM, 3allUIIEHHBIX C HCIOJb30BAaHUEM MIH(POBATBHBIX
(kpunTorpaMUecKux) CpEICTB, OCYILECTBISAETCS [Uid OOecredeHusi COOCTBEHHBIX HYXKI
IOPUJIMYECKOTO JIMIA WK UHANBUAYAILHOTO MIPEAIPUHIMATEIS).

B nmensax opranmzammu M obecriedeHUM Iepenaud WHQPOpPMALMKM 1O KaHajlaM  CBSI3U
C HCIOJb30BaHUEM CPEICTB KpUITOrpauueckoil 3amuTbl MHGOpMALMU, a TaKKe BBITOJHEHHS
nuneH3uoHHbIX TpeboBannii ®Ch Poccun B OY nomkeH OBITh CO3/IaH OpraH KpUMTOrpaduyecKoi
3alIUTBHI.

[TopTanbuble pemenus OY ¢ BO3MOKHOCTBIO JJOCTYIA C CeTel 00IIero Nojab30BaHUs JOIKHBI
B IIPUOpUTETE pa3pabaThiBaTbCcsA C OpraHM3alMel 3allMIIEHHOTO0 KaHajla IOCPEJCTBOM IPOTOKOJIA
TLS ¢ mognepxkoii anropurmoB 'OCT 34.10.

HUcnonb3oBaHue 3JIEKTPOHHOM MOYTHI

DJeKTpOHHAs MouTa JOJDKHA Hcmoib3oBatbess B OY ¢ menplo opraHu3andd oOMeHa
JJIEKTPOHHBIMU ~ COOOLCHUSIMH ~ MEXAy paOOTHUKaMU U cyObeKTamMM HMH()OPMALMOHHON
0€30MacHOCTH.

[Tpu ucnonb30BaHUM MEKTPOHHON OYTHI 3aPEIAeTCs:

oOMeH nHpopMaIe Iuis CITy>)KeOHOTO TOJIb30BaHus, a TaKkKe HH(POpMAIHel OrpaHUIEHHOTO
JIOCTYTa;

MPEIOCTABIICHUE TOCTYIIA K 3JICKTPOHHOM MOYTE C MCIOJIb30BAHUEM JAHHBIX CBOEH YYETHOM
3aIllUCH TPETHUM JIULIAM;

MyOJIMKAIUsl CBOETO CIIY)KEOHOTO ajapeca 3JIEKTPOHHOM IMOYTHI B 3JIEKTPOHHBIX KaTallorax,
Ha IIOMCKOBBIX MAaIIMHAX M JAPYrMX pecypcax ceTd VHTepHeT B LeNsiX, HE CBS3aHHBIX C
UCTIOJTHEHUEM CBOMX JIOJDKHOCTHBIX 00S3aHHOCTEHH;

HOJIKCKA [0 IEKTPOHHON MOYTE Ha pa3IMYHbIE PEKIaMHbIe MaTepHabl, JUCThI PACCHUIKH,
DIIEKTPOHHBIC JKYpHAJIBI W T.JA., HE CBS3aHHBIC C BBINOJHEHHEM IOJB30BATEIEM JOKHOCTHBIX
00513aHHOCTEH;

OTKpBITHE (3aIlyCK Ha BHIMOJHEHHWE) (aiioB, MOJYYEHHBIX IO DJICKTPOHHOM MOYTe
WIn H3 pecypcoB ceru HHrepHer, 0e3 npeABapUTEIbHONW MPOBEPKHM HUX aHTUBUPYCHBIM
IIPOrPaMMHBIM 00€CIIEYEHUEM.

Pabora B ceTsix 0011ero noJL30BaHusA

OV ocrasnsert 3a co00il mpaBo OJOKHMPOBATH WM OIPAaHUYMBATH JIOCTYI PaOOTHUKAM K CETAM
CBSI3M OOILIEro MOJb30BAaHUSA, B TOM 4YMciIe ceTh VIHTepHeT, cojepkaHue KOTOpBIX HE HMEeT
OTHOIIEHHSI K UCTIOJIHEHHIO JOJDKHOCTHBIX 00SI3aHHOCTEH, a Takke K MH()OPMAIIMOHHBIM pecypcam,
COJIepKaHWE M HANpaBIEHHOCTh KOTOPBIX 3allpelIeHbl 3aKOHOJATENbCTBOM Poccuiickoit
denepanuu.

Wudopmanus o mnocemaembix  pabotHukamu OV HHGOpPMAIMOHHBIX  PECYpPCOB
NPOTOKOJIMPYETCS ISl TIOCHIEAYIOUIeT0 aHalu3a U, TpH HEOOXOIUMOCTH, MOXKET OBITh
npezcTaBieHa pykoBogutenato OY ais KOHTPOIISL.

[Tpu ncnosbzoBanuu cetu MHTEPHET 3aMpeiieHo:

UCTOJIb30BaTh MpeaocTaBieHHblit OV noctyn B ceTb MHTEpHET B IMUHBIX LIENSX;

UCTIOJIF30BaTh HECAHKIIMOHUPOBAHHBIE MPOTPaMMHBIE M TPOTPaMMHO-AINIapaTHBIE CPENICTBA,
MO3BOJISIOIINE MTOJTYYUTh HECAHKIIMOHUPOBAHHBIHN JoCTym K cetu MHTepHeT;

nyOJIMKOBaTh, 3arpyKaThb M PAcCIpOCTPaHATh MaTepUaNIbl COJEpIKallie HEIOCTOBEPHYIO
uHpopmanuio o OV, a Taxke panscuduimponars cBoit [P-aapec.

Pe3epBHOE KOMUpPOBaHHE H BOCCTAHOBJIEHHE TAHHBIX

Ocy1iecTBiIeHNE Pe3epPBHOI0 KOMMUPOBAHUS JOIDKHO OCYILIECTBIIATHCS JUISL:

uHpopmanuu  oOpabaTbiBaeMoil Ha (ail;loBOM cepBepe H CepBEpe MPHIOKEHHUH,
UH(POPMALIMOHHOM CUCTEMBI,

pabouYux MECT aJIMUHUCTPATOPOB HHPOPMAITHOHHOW CHCTEMBI.

YacToTa W pEXHUM pE3EPBHOTO KOMHMPOBAHUS YCTAHABIMBAIOTCA TAaKUM 00pa3oM, UYTOOBI
o0ecreynTh MUHIMAJIBHYIO TIOTEPIO JaHHBIX M ONIEPAaTHBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOTO KOMMPOBAHUS U BOCCTaHOBJIEHUS PECYpCOB HH(POPMALMOHHBIX
cucteM OY J0DKHBI IPOBOIUTH YIIOJHOMOYEHHBIE paboTHUKH OVY.



PezepBHOE  KOMUpOBaHHME JIOJDKHO  OCYIIECTBIATBCS B~ ABTOMAaTHYECKOM  PEKUME
C INPUMEHEHHEM OTEYECTBEHHOI'O CIELHUAIN3UPOBAHHOIO CPEICTBA PE3EPBHOTO KONUPOBAHHUS
C JEHCTBYIOUIMM CEpTU(UKATOM COOTBETCTBUS MO TpeOOBaHUSAM O€30MaCHOCTH HWH(pOpMAIUU
OCTOIOK Poccun.

6 OCHOBHBIE TPEBOBAHUS K IPONECCAM YIIPABJIEHU A
NHO®OPMAIIMOHHOMU BE3OITACHOCTbBIO

MonnTopuHT HHPOPMALMOHHO 6€30I1aCHOCTH

Ha nocTtosiHHON OCHOBE JOJIKEH MPOBOJAMTHCS KOMIUIEKCHBIM aHaiau3 (yHKIMOHMPOBAHUS
uHpopManoHHOM cucteMbl OY 1 BO3HUKAIOMIMX COOBITUN MHPOPMALMOHHONW O€30MAaCHOCTH.

[Iporiecc MOHUTOpHHra cucTeMbl oOecreueHus MH()OPMALMOHHONW O€3011aCHOCTH JIO0JIKEH
BKJIIOYAaTh B ce0si KOHTPOJb OPraHM3alMOHHBIX M TEXHHMUYECKHMX Mep MO 3aIuTe HH(OpMAIHH,
aHaJIM3 apaMeTpoB KOHPUIypalMy U HACTPOMKHU CPEeICTB 3aIlUThl UHPOPMALIUH.

IIpn npoBeneHUN KOHTPOJBHBIX MEPOINPUATHM, CBA3aHHBIX C OLIEHKOW peanu3aluu Mep
no 3ammre uH(Gopmamuu B OV, yINOJIHOMOYEHHBbIE PAaOOTHUKH JOJDKHBI IPUIACPKHUBATHCS
CJIEYIOIIMX IPUHIUIIOB!

HE HapyllaTh QYHKIMOHUPOBaHUE JesrerabHocTH OV

JeIICTBOBATh B COOTBETCTBUU C YTBEPXKJIEHHBIMU OpIraHU3AlMOHHO-PACHOPSAUTEIbHBIMU
nokymentamu OV no 3amure HHGOpManuy,

HE CKPBIBATh (haKThI BBIABICHHBIX COOBITHI HH(OPMAIIMOHHON O€3011acHOCTH;

0(OPMIIATH OTUETHI, TOATBEPKAAIOLIME BBINOJIHEHUE MEPOIPUATHH 10 3a1uTe HHPOPMALIUU.

Wudopmanus, moiyueHHas B XOA€ MPOBEACHUS KOHTPOJUPYIOUIUX MEpPONPUATUI
0 JEUCTBUSX, COOBITUSAX M MapamMeTpax, MMEIOIIMX OTHOLICHHE K pealu3allid Mep IO 3aluTe
uH(poOpMaluy, TOJKHA KOHCOJUAMPOBATHCS M XPAHUTHCA B MECTaxX, UCKIIOYAIOIIUX IOJTY4YEHUE
K HEll HECAaHKIIMOHUPOBAHHOIO JOCTYIIA.

MOHHUTOPHUHI JaHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUSAX HH(POPMALMOHHOW O€30IacHOCTH
JIOJKEH MPOBOJIUTHCS, TI0 BO3MOXKHOCTH, C MCIOJIb30BAHUEM CHUCTEMBI MOHUTOPUHIA MHIIMJIEHTOB
MH(OPMaLlMOHHON 0€30IaCHOCTH WM BCTPOEHHBIX MEXAaHU3MOB HACTPONKU M ayAuTa COOBITUI
B INPOTrPaMMHBIX U NPOrpaMMHO-aMINapaTHBIX CPEICTBaX, MCIOJb3YEMbIX B HH()OPMAIMOHHON
uH(ppactpykrype OVY.

YnpasJieHue pucKaMu

Omnpenenenne BHYTPEHHUX TpeOOBaHMM MO 3amuTe MHGOPMAIUH, JTOJKHBI OCHOBBIBATHCS
Ha pe3yibTaTax IPOBEACHMS aHalKW3a PHCKOB HAapyLIEHHs OCHOBHBIX CBOMCTB 0€30MacHOCTH
JUtst “”HQOpMaIMOHHBIX pecypcoB OV

OCHOBOI1 OLIEHKH PUCKOB JOJKHA OBITh OLIEHKA YCIOBUH U (PAKTOPOB, KOTOPbIE MOTYT CTaTh
MPUYMHON HApYILIEHUs LIETOCTHOCTH, KOH(PHUACHINATBHOCTHU U IOCTYITHOCTHU JUIsl HH(OPMAaLlMOHHBIX
pecypcoB OY.

PesynbTatom mpoBeneHus aHanM3a PUCKOB JOJDKEH OBITH pa3pabOTaHHBIM KOMIUIEKC Mep,
HaIpPAaBJICHHBIX Ha CHM)KEHUE BO3MOXHOI'O HETaTUBHOTO BIIMSHUSA HA OCHOBHYIO JEATEIBHOCTh OY
IpU pealn3allud TOW WM HMHON Yrpo3el Oe3omacHOCTH MHGOpMalMu U OOECIEeYMBAIOLIUX B
JanbHEeHIeM T0CTaTOYHbIN ypOBEeHb 3aLUIIEHHOCTH HHPOPMalMOHHbIX cucteM OY.

Ynpasienue HHIMIeHTaMH MHGOPMALMOHHOI 0€30MaCHOCTH

s obecniedeHnst 3pPEeKTUBHOTO pa3pelieHHs MHIUIEHTOB HHPOPMAIMOHHON 6€301acCHOCTH
B OV, MUHUMHU3ALMK TMOTEPh W YMEHbBIIEHUS PHCKAa BO3HUKHOBEHHUS MOBTOPHBIX HMHLMUICHTOB
JIOJDKHO OCYIIECTBIIATHCS YIPaBIeHUE MHIMASCHTaMU HH()OPMAIIMOHHON 6€30MacHOCTH.

Jns ynpaBiieHuss MHUMACHTaMH HH()OpPMAIMOHHOM Oe30MacHOCTH JOJKHa OBbITh CO3/aHa
ciry>k0a MOHMTOPUHTA M PearipoBaHUsl HA MHIUAECHTH MHPOPMAIIMOHHONW 0€30MacCHOCTH, KOTOpast
MOCPEACTBOM KOMILJIEKCA CPEICTB M MEpONpUATHH uIisi cOopa M KOHCONMMIAUUU HHGOpMaluu
00 MHUUACHTaX pelIaeT JaHHYI 3ajady. B OTHONIEHMM Ka)XIOro MPOHM3OLIENNIEr0 MHIUICHTA
paboTHMKaMU H3 CIY)XKObI MOHHMTOPMHIAa W pearupoBaHHs HAa MHUUJAEHTHl HH(DOPMALMOHHON
0€30IaCHOCTH JIOJKEH BBIMOIHATHCS €0 aHalu3, U pa3padboTka 3(h(HEeKTUBHBIX MEp pearupoBaHUs
Ha JIaHHbIN HHIUACHT.

AyauT cuctemMbl o0ecniedyeHrss HHPOPMALMOHHOI 0€3011aCHOCTH



B mensix omeHku Tekymiero ypoBHs HH(popManroHHON Oe3omacHocT OY Ha perynsipHOit
OCHOBE JJOJDKEH MPOBOAUTHCS ayAUT HHPOPMALIMOHHOM 0€30I1aCHOCTH.

BHyTpenHue ayauThl JOKHBI BBITONIHATECA paboTHukamu OY. B uucno 3amad, pemaembIx
IIPY IPOBEICHUH BHYTPEHHUX ayAUTOB HH(OPMAIIMOHHON 0€30I1aCHOCTH, BXOJAT:

cOOp M aHaJIM3 UCXOJIHBIX JAHHBIX 00 OPraHM3AIMOHHOW M (DYHKIIMOHAJIBLHOW CTPYKType
MH(POPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX JUIsl OLIEHKHM COCTOSIHUS CHCTEMBI 3alllUThl HH(pOpMAaLUY,;

aHaM3 YTBEPXKACHHBIX OPraHU3alMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB 110 3allUTe
MHpOPMALIMU Ha IPEAMET UX HOJTHOTHI U 3(P(HEKTUBHOCTH, a Takke (POPMUPOBAHHE PEKOMEHIALINI
1o uX J0paboTKe WK Pa3pabOTKH HOBBIX;

obocHoBaHue (UHAHCOBOW I(P(HEKTUBHOCTH BHOBb IPHOOPETAEMBIX CPEJCTB 3aIIUTHI
uHpopManuy,

IpOBEpKAa MpPaBWIBHOCTM BbIOOpa W HACTPOWKM CPEICTB  3alIUThl  MH(pOpMaLuy,
(dbopmMHpOBaHUE TPEATOKEHHA MO UCIIOIB30BAaHUIO UMEIOIINXCS CPEJICTB 3AIIUTHI HHPOPMALIUU IS
HIOBBIIIEHUS YPOBHS HaJEKHOCTU M 0€30M1acHOCTH HH(pOpMaMOHHbIX cucteM OY;

aHaM3 OTYETOB IO MPOU3OMICAIINM HHIUJCHTAaM HWH(POPMALMOHHON 0e30macHOCTH
U MIPUHSATHIM MEpaM 10 UX Pa3pPELICHUIO.

IToBbIlIEHME OCBEIOMIIEHHOCTH PA0OTHHKOB

B pamkax opraHuzanud KOMIUIEKCHOTO TMPOTHUBOJAEHCTBHSI yrpo3aM 0€30IacHOCTH
uHpopMaluy, UCXOASAMUM  OoT  pabotHukoB OVY  f1OKHA  MOCTOSHHO  IOBBIIIATHCS
UX OCBEJJOMJIEHHOCTb B 00JIACTH 3aLUTHI UH()OPMALIHH.

[ToBbilIeHNE OCBEAOMIIEHHOCTH paboTHUKOB OV ocyliecTBiseTcs:

1o cyuiectByromuM B OY oprannzalmoHHO-pacopsAAUTEIbHBIM JOKYMEHTAM,

1o npumeHsiemMbiM B OY mepaM 3auuTsl HHOpMauy,

[0 IPABUIBHOMY UCIIOJIb30BAaHUIO CPECTB 3aIUThI HH(POPMALIUU.

7  3AKIIOYEHMUME

[Ipu u3MeHeHHMH MAEHMCTBYIOLIET0 3aKkoHonaTenbcTBa Poccuiickoit ®depepanuu B oOiactu
3aIMUTHl THPOPMAIINH, & TAKKE OPTaHU3aAMOHHO-PACTIOPSAUTENbHBIX JoOKyMeHTOB OY HacTrosmias
[TonuTka M U3MEHEHUS K HEW MPUMEHSIOTCA B YacTH, HE MPOTHUBOpEYalled BHOBb IPHUHATHIM
3aKOHO/IATEJIbHBIM U UHBIM HOPMATHUBHBIM aKTaM, a TAaK’K€ BHYTpEeHHUM JokymeHTam OVY.

Bce T1peGoBaHus, yCTaHOBIEHHBIE JCWUCTBYIOIIMM 3aKOHOAATEIbCTBOM Poccuiickoit
®denepannn, MOA3aKOHHBIMU aKTaMH U JIOTOBOPHBIMH OTHOIIEGHUSIMH, a Takxke mnoaxon OV k
00eCrevYeHnI0 COOTBETCTBHS ITUM TPEOOBAaHUSAM JOJKHBI OBITH SIBHBIM 00pa3oM OINpeAeNeHbI,
JIOKYMEHTUPOBAHBI U MOAAEPKUBATHCS B AKTYaIIbHOM COCTOSIHHH.

oy B IIPUOPUTETHOM HaIPaBJICHUHU JIOJDKEH paccMaTpuBaThCs Tepexon
a MPOTrpaMMHOTO 00EeCIeYeHHUE OTECYECTBEHHOTO MPOU3BOIUTENS, BKIFOYCHHOTO B €IMHBINA peecTp
POCCHUUCKHUX TIPOrpaMM IS SJEKTPOHHBIX BBIUMCIUTENBHBIX MAlIMH U 0a3 JaHHBIX. B ToMm uucrie
M0 YacTH CEPBEPHOTr0, KOMMYTAIIMOHHOTO OOOpYIOBaHMS M TMPOTrpaMMHO-aNNapaTHBIX CPENICTB
BKJIFOYEHHBIX B EUHBIN peecTp pOCCUICKON PagrO3IE€KTPOHHON IPOLYKLIUH.

IlepecMOoTp W BHECeHHME M3MEHEHMM B HacTroAmyr [loMUTHKY  OCYIIECTBIISIIOTCS
Ha [epUOINYECKON U BHEIUIAHOBOM OCHOBE.



8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbusblii 3akon ot 27.07.2006 Ne 149-03 «O6 unbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HUHOOPMAIII.

2  Oepepanbhblit 3ak0H OT 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOM MOATHUCHY.

3 Tlocranosnenune IIpaBurenbctBa Poccuiickoit ®enepammm ot 16.04.2012 Ne 313
«O06 yrtBepxaeHun [losnoxxeHus o TMIEH3UPOBAHUU AEATEIBHOCTU 10 pa3paboTKe, IPOU3BOJICTBY,
pacrpoCcTpaHeHHI0 MHU(POBATBHBIX (KPUITOTpaQUUECKUX) CPEACTB, HMH(POPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C MCIOJb30BaHUEM IIH(POBAIbHBIX
(kpunTorpaMUecKnux) CpPEeACTB, BBIIOJIHEHUIO pabOT, OKa3aHUIO YCIYr B OOJAcTH IIU(POBAHUS
uH(popMaIuy, TEXHHYECKOMY OOCTY)KMBaHUIO MHU(POBAILHBIX (KpUNTOrpauUecKux) CpeACTB,
UH(POPMALIMOHHBIX CHCTEM M TEJIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
mudpoBagbHbIX (KpUOTOrpagUUEcKuX) CpeACTB (3a HCKIIOYEHHMEM Cilydas, €CJId TEeXHHYECKOoe
oOciyxuBanue MU(POBATBHBIX (KpUNTOrpauIecKux) CpeAcTB, HHOOPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IHU(PPOBAIBHBIX
(kpunTorpaMUecKux) CpEICTB, OCYIIECTBISETCS Ui oOecredeHuss COOCTBEHHBIX HYXKI
IOPUJINYECKOTO JIMIA WK MHAMBUAYAbHOTO IPEANPUHUMATEIIS).

4  Tlocranonenue IlpaBurennctBa Poccuiickori ®emeparuu ot 01.11.2012 Ne 1119
«O0 yTBepkAeHUMM TpeOOBaHMI K 3allMTe MEPCOHAIBHBIX JAaHHBIX INpU HX 00paboTke
B MH(OPMAIIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JaHHBIX .

5 Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIuu
00 opranmzanuu U obecrieyeHHH 0e30MacHOCTH XpaHeHHs, 00pabOTKM W Tepenayd Mo KaHajam
CBSI3U C HCIOJBb30BAHUEM CPEJICTB KpUIITOrpaduyeckoi 3aiuThl MHGOPMAMK ¢ OrpaHUYEHHBIM
JIOCTYIIOM, HE COJIEpKallle CBEIECHM, COCTABIIOIINX MOCYAAPCTBEHHYIO TAHY».

6 Ilpukaz ®CBb Poccuum ot 09.02.2005 Ne 66 «O6 yrBepxaenuu llomoxxeHus
0 pa3paboTKe, IPOU3BOJICTBE, PEATH3AIMH U IKCIUTyaTallMH IH(PPOBATBHBIX (KPUITOTPAPHUECKIX)
cpenct 3amutsl nHGopmaruu ([Tonoxenne [TK3-2005)».

7 Ilpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «OO6 yTBepkIeHHH TPpeOOBaHHIA O 3aIUTEe
UH(pOpMAaIMU, HE COCTABJAIOIICH TOCYIapCTBEHHYIO TaiiHy, cOAeprKalleiicss B roCydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMAX).

8 IIpuxaz ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEpKICHUN COCTaBa U COJCPKAHUS
OpPraHU3alMOHHBIX U TEXHUUYECKUX Mep MO OOECleyYeHHI0 Oe30MacHOCTH MEPCOHAIBHBIX AaHHBIX
pu UX 00paboTke B UHPOPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX».

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxaenun CocraBa U coJepKaHUs
OpPTraHU3aIMOHHBIX U TEXHUYECKHUX Mep MO 00eCTeueHHI0 0e30MacHOCTH MEePCOHATBHBIX JaHHBIX
npu ux o0paboTKke B WHGOPMAIMOHHBIX CHCTEMaX IMEPCOHAIBHBIX JAHHBIX C HCHOJIh30BAHUEM
CpeACTB  KpUOTOrpapuueckol 3amuTbl HMHGOPMAIMM, HEOOXOAUMBIX JUISI  BBIIOJIHEHUS
ycraHoBieHHbIX [IpaButensctBoM Poccuiickoit denepanuu TpeOOBaHMM K 3aIIMTE MEPCOHAIBHBIX
JTAHHBIX
JUISL KQKAO0T0 U3 YPOBHEU 3alIUILIEHHOCTH.

10 TOCT P 51624-2000 «3amwura wuHGOpPMAIUK. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI
B 3aIIUIIIEHHOM ucToiHeHHH. OO01ue TpeOoBaHus.

11 TOCT P 51898-2002 «AcnekTsl 6e30macHOCTH. [IpaBuiia BKIIIOUEHHS B CTaHAPTHI».

12 TOCT P 50.1.056-2005 «Texuuueckass 3amurta HHopManuu. OCHOBHBIE TEPMHHBI
Y OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1HDOpMarioOHHAs TEXHOJIOTHS. METOJBI U CpeCcTBa
6e3omacHocTH. CHCTEMBI MEHEPKMEHTa HH(POPMAIIMOHHON O6e30macHOCTH. TpeOoBaHM».

14 TOCT P 50922-2006 «3amuTa napopmaryn. OCHOBHbIE TEPMHUHBI U ONIPEICTICHHSI.

15 TOCT P 51275-2006 «3amuta uHpopmanuu. OObekT HHPopMaTH3auu. PakTOpHI,
BO3/eHcTBYIONIME HAa HH(popMaruio. OOIIKe MOI0KEHUS.

16 TOCT P UCO/MBK TO 13335-5-2006 «UupopmanmonHas TexHOJOTUs. MeTombl
U cpefcTBa obecrieueHus: 6e3onacHocTH. Yacte 5. PyKOBOJICTBO 10 MEHEKMEHTY 0€301MacHOCTH



CeTM».

17 TOCT P HCO/TO 13569-2007 «duHaHCOBBIE  yCIyrH. PeKoMeHmanuu
1o “H(pOPMAIIMOHHOM 6€30TTaCHOCTIY.

18 T'OCT P UCO/MBK 27005-2010 «MubopmarimonHas TEXHOIOTHA. MeTOIbl U CpeCTBa
obecrieueHus 6e30MmacHOCTH. MEeHEDKMEHT prcKa HH()OPMAIIMOHHON 0€30IacHOCTI.

19 T'OCT P UICO/M3K 27004-2021 «MudopmannoHHas TexXHOIOTHs. MeToAbl U cpeicTBa
obecrieyenus Oe3zomacHOCTH. MeEHEKMEHT HH(POPMAMOHHONW Oe30macHOCTH. MOHUTOPHHT,
OIICHKA 3allIMIICHHOCTH, aHAJIU3 U OLICHUBAHHEY.

20 T'OCT P 51897-2021 «MeHemKMEHT pucKa. TepMUHBI U OTIPEACIICHUSI.

21 TOCT P 52069.0-2013 «3ammra wundopmanuu. Cucrema craHaaptoB. OCHOBHBIC
TIOJIOKCHHUSY.

22 Konnenuus UH(POPMALIMOHHOM 0e30macHOCTH HCIIOJIHUTEIIbHBIX OpraHoB
rocynapcrBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.
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